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I Policy:
Mitchell Hamline School of Law requires that documents and other records received or created
in the course of School business be systematically managed from creation to final destruction.
Retention schedules, storage and destruction methods are established according to:

1) Federal and state law and regulations

2) Professional standards bodies

3) Mitchell Hamline School of Law’s need to accomplish other objectives.

Il. Rationale and Purpose

Mitchell Hamline School of Law is committed to effective records retention to meet applicable
legal standards, minimize the cost of record retention, preserve its history, and ensure that
outdated and useless records are appropriately destroyed.

This policy is intended to provide consistent operational practices across departments. Each
department is required to identify:

e Essential records (hereafter referred to as “record documents”) maintained in their

office

e Retention responsibility for each series of documents

e Retention period of time each record is to be retained

e Storage requirements during its active/inactive phases

e Destruction and or preservation needs when no longer active.

Il. Record Documents versus Convenience Documents

This policy governs the retention, storage, and destruction or archiving of record documents
only. It does not apply to convenience copies (sometimes called informational or duplicate
copies) maintained by individual units/offices. Convenience copies may be destroyed when no
longer needed for reference, but should never be retained longer than the record copy. These
copies should be destroyed in the manner required by the record copy.

All nonessential records are to be disposed of in a secure and complete manner as soon as they
have ceased to be of value.

IV. Records Management Principles

Records are maintained for their informational content. This can be primary or secondary in
nature. Primary records are necessary for the continuance of their originating office.

Document Changed July 2008



Mitchell Hamline School of Law -- Records Retention Document Page |5

Secondary records are sources of information for persons or departments other than their
creator.

Please take into consideration the following principles when managing records through their
complete lifecycle.

Life Cycle

The lifecycle of records is based on the idea that records become less important as time passes.
Most document use takes place within a record’s first 90 days, followed by a longer period of
low use. Eventually, even this limited use ends and the record has no further value. A retention
schedule is a tool that manages the movement of records from one phase to the next.
0 The phases are:
= Creation: initial creation of a record
= Active Records: Records needed frequently (at least once per month) and
stored in readily accessible office spaces or digital storage.
= Semi-Active/Inactive Records: Records not needed for day-to-day business
but kept for reference or legal or financial reasons. The infrequency of their
use allows for storage in less accessible spaces.
= Final Disposition: The action that takes place when records have no more
value to a department. This means either: Physical destruction (shredding,
recycling or deletion from electronic storage media) or transfer to the School
Archives in the Library.

File Maintenance

0 Avoid unnecessary filing by limiting the number of copies prepared and eliminating
file copies of routine communications that require no record (routine requests, form
letters, etc.).

O Exercise care in processing, classifying, and filing the material (e.g. determine that
the file is complete and that all enclosures are accounted for and parts of another
file are not accidentally attached).

O Be consistent.

0 Document your procedures.

File Integrity
Files should be complete, in their original order, and have an unbroken chain of custody.

V. Archives

The primary purpose of the School archives is to preserve the institutional memory of the school. The
library administers the collection, preservation, and security of records of historical value. It also
provides finding aids to facilitate access to those records by authorized personnel. Confidential
documents are protected in secured space. VI. Electronic Records
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Schedules, memos, emails, and other electronic documents should follow the related retention
schedule where appropriate. The periodic review of saved files should occur to make sure
archiving or deletion of the files takes place. If archiving is important a schedule of review
should be maintained to make sure that the technology to read the documents is not obsolete.
The proper archiving and destruction of electronic documents are very important in the
protection, documentation, and sharing of information. No personally identifiable information
should be stored on local or removable drives of a desktop or laptop computer; these should all
be stored on network drives where proper security can be maintained. Local or removable
drives include: internal hard drives, floppy disk, thumb/jump drives, CDs or DVDs. These create
a potential security infringement.

VII. Records Disposal and Storage Guidelines

Manager Responsibility:

Managers of records may be held responsible for the inappropriate or unauthorized disclosure of
information as a consequence of improperly destroyed records. Unless records are actually destroyed at
the end of the specific retention periods, the retention and disposal schedule becomes ineffective and
the institution increases the risk of litigation.

Policy Suspension:

Upon service of legal process (subpoena, summons, or the like), or upon learning of an
investigation or audit, or if a claim is made, whether formal or informal, or a dispute arises, the
record retention schedule shall be suspended and records related to the legal process, claim,
dispute, investigation, or audit should not be destroyed until the appropriate legal counsel
makes the determination to do so.

Determine Status of the record

1. Consult your department’s records retention schedule to see if record retention period
has expired.

2. Determine if documents meet criteria for archiving. Contact the School Archivist at 6303

for information.

Determine if the documents are not confidential, but need to be retained (see below).

4. If not necessary to retain or archive, determine the appropriate method for disposing of
the record (see below).

w

Decide on Type of Disposal

Determine if documents contain confidential or personally identifiable information. If
documents do not contain such information, they may be recycled according to standard
recycling practices. If they contain any confidential or personally identifiable information, they
must be disposed of via shredding (see below).
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Dispose of Confidential Information Appropriately

Documents containing information, such as name, social security number, or Student ID
number that could identify any individual member of the campus community or School financial
data, must be disposed of via shredding. Place them in a School approved shredding box. If
you do not have access to a shredding box please contact the Manager of Purchasing for the
location closest to you.

Using Inactive Storage for Confidential or Non-Confidential Materials

Out-of-date or retired information or documents with transitory purposes but required for

project records should be stored in officially designated storage areas.

1. Storage Areas: Storage Areas for inactive records must be physically secure to protect
the records from unauthorized access and damage or loss. Please contact Director of
Facilities for assistance

2. Storage Containers: Vital records, those documents essential to the continuity of the
institution in case of disaster, must be stored in fireproof containers. Non-vital paper
documents should be packed in standard cardboard banker’s boxes

3. Storage Container Management:

a. Pack boxes with the same type of records as much as possible, and pack them in
consecutive order for easier retrieval.

b. Label each storage box on the outside with a clear description of the contents,
the date range, date for destruction, and the department from which the
contents came.

c. Place records in storage.

d. Aninventory of records facilitates retrieval and is useful in documenting the
destruction of the records after the retention requirement is met. If an inventory
of records is created, it should be retained in the department and should
include:

i. School/department name, phone number, and e-mail address

ii. Dates of activity included in the record
iii. Box number or other location indicator
iv. Type of record, using the records retention schedule for terminology
v. Additional contents description, as needed for efficient future retrieval
vi. Date for destruction

Record Retention Department Practices

The Department Sponsor will create and maintain a Record Retention Practice for their respective area
of responsibility and will submit an Appendix which will be maintained in Human Resources.

Department Sponsor
Admissions Kendra Dane
School Archives Anne Poulter
Facilities Larry Eveland
Faculty Support Caroline Nelson
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Finance Kathy Panciera
Human Resources Mary Gale
Information Technology Jim Villars
Institutional Advancement Linda Berg
Library Anne Poulter
Multicultural Affairs Andriel Dees
Student Affairs & Student Life Dan Thompson
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VIII. Frequently Asked Questions

How long do | keep records?

Each record has its own disposition/retention schedule, which indicates the minimum length of
time the record should be kept. A record’s retention period is based on its administrative,
fiscal, legal, or historical value. Note: the retention schedule does not apply to convenience
copies, which are kept until the business purpose ceases.

How do | know if a record should be secured?

Records are made up of data. Records security, which includes access, use, storage, and
disposition, depends on what data is considered to be confidential. This includes but is not
limited to FERPA-protected data or personally identifiable information.

| have records that have different retention periods, what do | do?

Records containing mixed retention periods should be retained for the longest retention
period.

Does records disposition refer to the throwing away of records?

Records disposition refers to how records are handled once the retention period has been met.
Disposition includes archiving, storage, or destruction.

Where can my department purchase storage boxes?

You may purchase storage boxes from Corporate Express. Contact your department’s office
supply purchasing person.

What are the benefits of a records management program?

To maintain economy and efficiency.

To free up office space.

To allow for quicker retrieval of documents.

e To save money on time, space, equipment, and staff time.

How do | transfer office records to an alternative document storage area when space
is not available in my department?
Contact the Director of Facilities (651-290-6356).

I need to destroy numerous boxes of nonpermanent records. What should | do?

Contact the Manager of Purchasing (651-290-6375) to find out when the shredder truck will be
on campus.
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What records are covered by the records retention policy?

The guidelines apply to all records commonly and individually created and maintained by the
School staff (i.e. student, research, financial, payroll/personnel, general, etc.).

What are records retention policy timelines?

The retention periods are dependent on the particular department/area. Some are based on
fiscal years (July 1 to June 30) and are exact retention periods, which means that the
department must keep a record as long as the schedule retention period (minimum), but no
longer (maximum).

Who coordinates the archiving of historical records?
Contact the School’s Archivist at 651-290-6303 for information regarding the archiving process.

What do | do if a record has met its maximum retention period but the data in the
record is being used in a legal procedure?

Never destroy a record related to an ongoing/current litigation matter, criminal or civil
investigation, or audit.

How do | know what archival records are?

Archival records are records that have continuing administrative, research, or historical value,
or which document the School’s organization, functions, policies, decisions, procedures, or
operations. These records include School publications, annual reports, accreditation
documents, surveys, consultant reports, organization charts, correspondence, minutes of
standing committees, task forces, and special committees, architectural drawings, photographs,
memorabilia, etc. When in doubt, contact the School’s Archivist at 651-290-6303 to see if
materials slated for disposal should be preserved in the archives.

Mitchell Hamline School of Law would like to acknowledge the American Association of
Collegiate Registrars and Admissions Officers, Hamline University, Cornell University, Loyola
University-Chicago, Oregon State University, the University of Florida, and the University of

Minnesota for language used in this policy document.
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