


HIPAA Privacy 
Summer Term 2022
Mitchell Hamline School of Law 
General Course Information 
Course: HIPAA Privacy 
Credits: 2 
Delivery Method: Distance Learning via Canvas 
Days/Times: June 4 – June 25 (with exam to follow) 
Adjunct Professor: Casey Martin
Telephone (cell): 651-233-7173 
Email: casey.f.martin@gmail.com (preferred) or Casey.Martin@mitchellhamline.edu 

Assistant Adjunct Professor: Sarah Blonigan 
Telephone (cell): 763-242-6495

Email:  sarah.blonigan@gmail.com or sarah.scholz@mitchellhamline.edu 
Assistant Adjunct Professor: Peter Thomas 
Email: petert2122@gmail.com

Program Description and Objectives  
The focus of this course are the privacy and security provisions of the Health Insurance Portability and Accountability Act of 1996 (HIPAA), the foundation for federal protections of health care information, including updates in the Health Information Technology for Economic and Clinical Health Act of 2009 (HITECH). The course will also discuss additional international, federal and state health privacy laws, and the application and enforcement of those laws as they relate to privacy and security in the health care setting.    
The objectives of this course include learning how to: (i) identify situations that implicate HIPAA and how to appropriately navigate the Department of Health and Humans Services’ resources; (ii) understand which provisions of the privacy and security law and rules apply to given situations and how to apply those provisions; and (iii) understand the significance of sound security measures in an era of increasing electronic crimes.  Given the breadth of the subject matter and the short time allotted, students will not be expected to understand the full depth and complexity of applicable laws and rules; they will, however, be expected to understand key definitions and basic concepts under HIPAA and be proficient in navigating the healthcare privacy landscape.  
Course Materials 
Students must purchase the text: 
· Health Care Compliance Association, Health Care Privacy Compliance Handbook (3rd ed. 2020). The text is available both online and in print: https://www.hcca-info.org/health-care-privacy-compliance-handbook?_zl=oqfB6&_zs=Eml8C1

There are additional required reading materials, including: (i) primary sources or administration-compiled sources (statutes and regulations) and (ii) secondary sources (such as regulatory commentary).  Required readings are referenced under each lecture. Students should pay particular attention to the pages assigned from each reading as full article readings are only occasionally required. 
Course Evaluation/Grading 
1. Final Exam. There will be a timed, take-home open-book final exam. The exam will account for 50% of a student’s final grade. The final exam will be administered via Canvas. Once students open the exam, they will have two hours to complete it. Additional information to follow. 
 
2. Discussion Board Assignments. Students are responsible for posting three original discussion board posts.  Each discussion board post will receive up to thirty points. The assignments are due by 11:59pm each SundaySaturday. Late submissions will not be graded and will receive 0 points unless an extension is granted. Extensions are considered for emergency situations only. 
3. Responsive Board Posts. Students are required to post three responses to peers. All responsive posts are due by 11:59pm on June 265. Each responsive post will receive up to ten points. 
Professor Martin reserves the right to raise grades by up to 10% for outstanding participation on discussion boards. Students are encouraged to complete the discussion board assignments every week and to engage and interact with posts by other students.  

Method of Instruction and Work Expectations 
This course will be taught in online lectures ranging from 25 minutes to 60 minutes per lecture. Each session will include a videotaped lecture with supportive PowerPoints and/or external linked videos and resources. Some topics will be discussed in more detail than others. 

Grading Criteria 
Grading criteria for Discussion Board Assignments:  
· Directly addressed the question/scenario presented 
· Strong analytical skills and degree to which student refers to readings and lecture content, including direct citation 
· Writing style, memo format, and uses appropriate grammar and spelling 

You are to approach the posted question from the perspective of work or professional experience, as well as your own personal experiences.  Your evaluation will be based on the degree to which you seriously and deeply think about the question or scenario.  Be thoughtful, practical and well-reasoned in your postings and make sure you answer the question and/or provide an analysis for each scenario presented.  Additionally, make sure you give the reasons for your position.  Write clearly and as succinctly as possible-more words do not necessarily make a post better.  Read and edit your posting before submitting it.  Constructive but respectful debate is encouraged.  Personal attacks are never appropriate. 
A “quality” responsive posting will reflect thoughtful engagement with your cohort, building upon the original postings.  This means doing more than merely agreeing or disagreeing with another student’s posting.  For example, a responsive posting similar to the following is not adequate: [person’s name], you are so right.  You are so thoughtful.  I was thinking the same thing myself!”

Grading criteria for Responsive Posts:  

· Directly addressed the question/scenario presented 
· Respectfully engaging with other posts 
· Strong analytical skills and degree to which student refers to readings and lecture content, including direct citation 

Total Grading Rubric 

	Assignment 
	Individual points 
	Your Score 

	Discussion Board Assignment 1 
	30
	

	Discussion Board Assignment 2 
	30
	

	Discussion Board Assignment 3
	30
	

	Replying to Discussion Board Posts (each reply is worth ten point)
	30
	 

	Exam (50%)
	120
	  

	Total
	240
	



Grading will be curved, according to Mitchell Hamline policy. Grades recognized will be A, A-, B+, B, B-, C+, C, C-, D, F. 
Course Outline and Order of Online Sessions 
Students should watch the course sessions in the order presented. Each session builds on information learned in one or more of the preceding sessions and, therefore, watching the sessions (and reading the accompanying materials) in order will be most beneficial. Due to time constraints, we will cover some of the topics listed below in detail, and others at a more cursory level. If a topic or reading is listed below, you should expect that it may appear on the final exam.

WEEK ONE (June 4 –11)  

Session One: Introduction to Privacy and Security Law  
Overview to include: 
· Overview of prominent privacy laws impacting consumers 
· Varying and intersecting roles of privacy, information security, and data security
· Themes interwoven throughout privacy and cybersecurity laws and regulations
· Introduction to some of the fundamental primary privacy and cybersecurity laws impacting businesses and consumers 
Readings: 
1. Daniel J. Solove, A Brief History of Information Privacy Law in PROSKAUER ON PRIVACY, PLI (2006), pgs. I-24 – I-44, available on Westlaw or at https://scholarship.law.gwu.edu/cgi/viewcontent.cgi?article=2076&context=faculty_publications
Lecture Two: Introduction to HIPAA Privacy 
Overview to include: 
· Entities and individuals with distinct responsibilities under HIPAA
· Uses and disclosures of Protected Health Information (PHI) for Treatment, Payment, and Healthcare Operations (TPO)
· Review of the Minimum Necessary Rule 
Readings: 
1. Health Care Privacy Handbook (3rd ed. 2020), Chapter 1 ages 1-11
2. Health Care Privacy Handbook (3rd ed. 2020), Chapter 5 
Lecture Three:  Patient Rights and Notice of Privacy Practices 
Overview to include: 
· Core rules pertaining to uses and disclosures 
· Requests for restrictions
· Patient rights, including the right to amend records, obtain an accounting of disclosures, and to access and copy records 
· Drafting and disseminating the Notice of Privacy Practices 
Readings: 
1. Health Care Privacy Handbook (3rd ed. 2020), Chapter 1 pages 12-17
2. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Summary of the HIPAA Privacy Rule, https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html 
3. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Model Notices of Privacy Practices, https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/model-notices-privacy-practices/index.html 
Lecture Four:  Authorizations 
Overview to include: 
· Using and disclosing PHI for TPO and beyond
· “Consent” vs. “Authorization” for purposes of HIPAA
· Elements of an Authorization 
Readings: 
1. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Summary of the HIPAA Privacy Rule, https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html (re-read Authorized Uses and Disclosures section) 
2. Health Care Privacy Handbook (3rd ed. 2020): Re-read Chapter 1, Section 3: Use and Disclosure of Information and Authorization 
3. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Authorizations, https://www.hhs.gov/hipaa/for-professionals/faq/authorizations/index.html (Choose three questions and read through the response) 

WEEK TWO (JUNE 11 - 18)

Lecture Five:  Business Associates and Vendor Relations 
Overview to include: 
· Responsibilities of vendors that meet the definition of “Business Associate” 
· Monitoring Business Associate compliance 
· Tracking Business Associates and related Business Associate Agreements 
	 
Readings: 
1. Health Care Privacy Handbook (3rd ed. 2020), Chapter 3 pages 35 -41 
2. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Business Associate Contracts, https://www.hhs.gov/hipaa/for-professionals/covered-entities/sample-business-associate-agreement-provisions/index.html 
3. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Raleigh Orthopaedic Clinic Settlement Bulletin, available at https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/raleigh-orthopaedic-clinic-bulletin/index.html

Lecture Six:  HIPAA Security Rule 
Overview to include: 
· Required vs. Addressable measures
· Administrative, physical, and technical safeguards
· Security risk analyses
Readings: 
1. Health Care Privacy Handbook (3rd ed. 2020), read Chapter 1 Section Five (pages 18 – 23) and Appendix A (pgs 24 – 25)
2. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Summary of the HIPAA Security Rule, https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
3. CENTERS FOR MEDICARE & MEDICAID SERVICES, Security Risk Analysis Tip Sheet: Protect Patient Health Information (2016), https://www.cms.gov/regulations-and-guidance/legislation/ehrincentiveprograms/downloads/2016_securityriskanalysis.pdf
Lecture Seven:  Research and De-Identification 

Overview to include: 

· Authorizations for Research Uses and Disclosures 
· Limited Data Sets and Data Use Agreements
· De-identifying PHI under the Privacy Rule 
· Decedents’ Protected Health Information 

Readings: 
1. Health Care Privacy Handbook (3rd ed. 2020), Chapter 4, pages 43 – 74

WEEK THREE (JUNE 18 - 25)
Lecture Eight:  Breaches 
Overview to include: 
· Definition of “Breach”
· Breach notification requirements 
· HHS Secretary breach notification portal 

Readings: 
1. Health Care Privacy Handbook (3rd ed. 2020), Chapter 2 pages 29 -34
2. Health Care Privacy Handbook (3rd ed. 2020), Chapter 5 pages 82 – 85
3. AHIMA, Template: Health Information Privacy and Security Breach Notification Letter, https://library.ahima.org/PdfView?oid=98265

Lecture Nine:  Audits, Investigations, Enforcement, Civil Liability 
Overview to include: 
· Criminal and civil penalties 
· HHS enforcement activities 

Readings: 
1. DEPARTMENT OF HEALTH AND HUMAN SERVICES, How OCR Enforces the HIPAA Privacy & Security Rules, https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/examples/how-ocr-enforces-the-hipaa-privacy-and-security-rules/index.html (click on embedded links and read associated pages) 
2. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Audit Protocol, https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/audit/protocol/index.html (scroll down and scan the HIPAA requirements and performance criteria)
3. DEPARTMENT OF HEALTH AND HUMAN SERVICES, HIPAA Enforcement for Professionals https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/index.html (click on embedded links and read associated pages)
4. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Cottage Health Resolution Agreement, https://www.hhs.gov/sites/default/files/cottage-health-ra-cap.pdf
5a. 	DEPARTMENT OF HEALTH AND HUMAN SERVICES, The University of Texas MD Anderson Cancer Center Notice of Proposed Determination, https://www.hhs.gov/sites/default/files/md-anderson-npd-signed.pdf
5b.	DEPARTMENT OF HEALTH AND HUMAN SERVICES, The University of Texas MD Anderson Cancer Center Department Appeals Board Decision, https://www.hhs.gov/sites/default/files/alj-cr5111.pdf

Lesson Ten: Audits, Investigations, Enforcement, Civil Liability Q&A Session with Guest Speaker 
Readings:
1. DEPARTMENT OF HEALTH AND HUMAN SERVICES, OCR’s Summary of Penalties (Civil and Criminal), available at  http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary (note: locate the “Enforcement and Penalties for Noncompliance” section)
1. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Press Release, “Business Associate’s Failure to Safeguard Nursing Home Residents’ PHI Leads to $650,000 HIPAA Settlement.” (June 29, 2016), available at https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/catholic-health-care-services/index.html 
1. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Press Release, “HIPAA Settlement Demonstrates Importance of Implementing Safeguards for ePHI” (Jan. 18, 2017), available at http://wayback.archive-it.org/3926/20170127111936/https://www.hhs.gov/about/news/2017/01/18/hipaa-settlement-demonstrates-importance-implementing-safeguards-ephi.html

Lecture Eleven:  Cyber Crimes  
Overview to include: 
· Immediate steps to take should your organization experience a cybersecurity incident 
· Ransomware and its impact on healthcare strategy, financing, and operations 
Readings: 
1. DEPARTMENT OF HEALTH AND HUMAN SERVICES, My entity just experienced a cyber-attack! What do we do now? (2017), https://www.hhs.gov/sites/default/files/cyber-attack-checklist-06-2017.pdf
2. DEPARTMENT OF HEALTH AND HUMAN SERVICES, Fact Sheet: Ransomware and HIPAA, available at https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf

Lecture Twelve:  Related Laws and Proposed Rule 
Overview to include: 
· Key state and federal laws that intersect with medical record and patient privacy laws  

Readings: 
1. Minnesota Health Records Act, (Minn.Stat. §144.291 – §144.34) (2019)
2. 2. 	Pathak PR, Chou A. Confidential care for adolescents in the U.S. health care system. J Patient Cent Res Rev. 2019, available at 
3. https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6676754/pdf/jpcrr-6.1-46.pdf
4. Health Care Privacy Handbook (3rd ed. 2020), Chapter 6 pages 87 – 92
5. Health Care Privacy Handbook (3rd ed. 2020), Chapter 7 pages 93-96
6. Chris Mirasola, Summary: The EU General Data Protection Regulation, LAWFARE (2018), https://www.lawfareblog.com/summary-eu-general-data-protection-regulation 
7. DEPARTMENT OF HEALTH AND HUMAN SERVICES, HHS Proposes Modifications to the HIPAA Privacy Rule to Empower Patients, Improve Coordinated Care, and Reduce Regulatory Burdens (2020), https://www.hhs.gov/about/news/2020/12/10/hhs-proposes-modifications-hipaa-privacy-rule-empower-patients-improve-coordinated-care-reduce-regulatory-burdens.html
8. Anna D. Kraus, Libbie Canter, Rebecca Yergin, Tara Carrier and Olivia Vega, HHS Announces Proposed Changes to HIPAA’s Privacy Rule (2020), https://www.covingtondigitalhealth.com/2020/12/hhs-announces-proposed-changes-to-hipaas-privacy-rule/
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